
Morpheus
A diffusion-based approach to morphing attack 
and defence systems



Aim

Innovate different methods 
for creating morphed 
images for diffusion 

autoencoders based face 
morphing attacks

Create a discriminator-
based defence system that 

is immune to diffusion 
autoencoders based 

morphing attacks



Introduction

What is face morphing?

Where is it used?

Face morphing techniques used in the past

The MorDIFF technique



Experiment 1A– Generation using Interpolation

• Using different interpolation techniques for creating the morphed 
images such as linear, spherical and quadratic interpolation.

• Passing these morphed images through SOTA Face Recognition 
models namely VGG-Face, FaceNet, FaceNet512, OpenFace.

• Using different evaluation metrics for the face recognition function, 
namely cosine, Euclidean distance and the Euclidean L2 norm.

Methods:



Results:

Linear – Semantics and Spherical – Stochastic Embeddings

Spherical – Semantics and Linear – Stochastic Embeddings ​ & Other





Experiment 1B – Three Face Attack

• The three face attack is performed by using a linear interpolation for 
semantic and spherical interpolation for stochastic encodings.

Methods:



The base image chosen is (a), 
and the various interpolations 
are presented with their success 
rate on passing them through 
the VGG-Face facial recognition 
model with the distance metric 
set as the Euclidean L2 norm.

Results:



Experiment 2- Defense Strategy Against Face 
Morphing Attacks

Model:
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C=Convolutional Layer
FC=Fully connected Layer
MP=Maxpool

The model was trained using the Adam optimizer with a learning rate of 0.001. 
Binary cross entropy loss was the loss function used. 
It was trained on the FFHQ dataset

C,MP C,MP C,MP C,MP C,MP Flatten SoftmaxFC FC FC



Methods:

• We trained the model once using morphed images along with normal 
images and once with only normal images. Then we tested on a 
morphed image that had one sub-image inside the dataset and one 
outside.

• Training without morphed images was unsuccessful, giving a test loss 
of 0.69. However, training with morphed images gave good 
convergence and a test loss of 1.69e-20

Results:



Conclusions

Thus, spherical interpolation for semantics and linear interpolation for stochastic information produced 
the best morphing attack.

Changing the interpolation methods further did not produce much change in performance.

Morphing three faces together also produced good attack results.

The hypothesis that training the discriminator on both original and morphed images would give better 
results and this will be a good defence strategy against face morphing attacks was proven to be true.



Contributions

Annie & Anmol - Worked with 
different interpolation techniques to 
create different morphed images to 
attack SOTA face recognition models 

and implemented a three-
face morphing strategy to attack the 

same model.

Amruta & Bhavya - Worked on the 
defence strategy against face 

morphing attacks by making the 
generator model, training it and 
conducting different attack and 

defence experiments.



Future Work-

1. Using Morphs Made Using Different Interpolation 
Techniques for training discriminator

2. Using 3-face Morphed Images for training discriminator
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